Chapter 5

Verification of the cryptlib
Kernel

Wherein a new method for building a secure system s presented.
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1. An Analytical Approach to Verification Methods

Having found the traditional methods used to build trusted systems somewhat lacking, we need to determine
an alternative which is more suited to the task. The goal isto determine the most suitable means of creating a
trustworthy system, one whose design is capable of earning the user’s trust, rather than a trusted system, in
which the user isrequired to trust that the designers and evaluation agency got it right, since the user has no
real way to determine this for themselves. The previous chapter discussed the conventional approach to this
problem which is to apply an analytical advocacy method (propose aformal theory or set of axioms, develop
atheory, advocate its use), in place of this we take the highly unconventional approach of applying a mixture
of scientific methods (observe the world, propose amodel or theory of behaviour, analyse the results) and
engineering methods (observe existing solutions, propose better ones, build or develop, analyse the results) to
the problem.

To meet this goa we need to go to two very different fields, the field of cognitive psychology to determine
how programmers understand programs and the field of software engineering to locate the tools and
techniques used to verify the software. By combining knowledge from both of these fields, we can
(hopefully) come up with a technique which can be employed by end users to evaluate the system for
themselves, making it something which they can trust, rather than something which they are forced to trust.
Thismirrorsreal life, in which users base their trust on personal experience and the experiences of others
whom they trust. For example at atime when it was very difficult to build a large bridge which wouldn’t fall
down within afew years, people trusted the Brooklyn Bridge not because someone had formally proven that it
wouldn’t fall down but because it was quite obviously constructed like an outdoor convenience of advanced
structural integrity. More than ahundred years later people still trust it because it’s stood for all that time
without collapsing, in the same way that people will trust software which has been in active use and hasn’t
shown any sign of causing problems, regardless of whether it’s been formally proven to be secure or not.

Our goa in building a trustworthy system is a twofold one:

1. Theuser must be able to examine the code and specifications to reassure themselves that they perform
the functions expected of them. Thisrequires very careful thought about how to present the work in a
manner which users will find both palatable and comprehensible. The success of the assurance argument
depends at least as much on presentation as production (possibly more so), so that rigorously produced
evidence which isincomprehensible or present in such quantity that it can’t be effectively assessed
contributes little to assurance and user trust. As the previous chapter showed, current formal methods fail
miserably in thisregard.

2. The user must be able to use the formal specification to verify that that binary executable they have
conforms to the specification. In other words it must be possible to pull the final, finished product out of
the system it’s running on and use an automatic verification process to check that what’s running on the
system is performing as the specification says it should, a goa which can be termed “Verification all the
way down™. Asthe previous chapter also showed, current formal methods don’t do so well here either.

Similar sentiments have been expressed in a paper which lists a set of requirements for practical formal
methods, which include a minimisation of the effort and expertise needed to apply the method, use of a
language which developers find easy to use and understand, making formal analysis as automatic as possible,
and providing a good suite of support tools [1].

This section will cover the approach used to try and meet these goal's, with the rest of the chapter containing
the actual details.

! This terminology was inspired by the following Stephen Hawking anecdote: An elderly lady confronted Bertrand
Russell at the end of his lecture on orbiting planets saying “What you have told usis rubbish. Theworld isreadly aflat
plate supported on the back of a giant tortoise”. Russell gave a superior smile before asking what the turtle was standing
on. “You’re very clever young man, very clever” replied the old woman “but it’s turtles al the way down”.
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1.1. Peer Review as an Evaluation Mechanism

Encouraging examination of the code should provide the same benefits as peer review of journa articles, and
has proven to be an effective way of fixing problems. In terms of the number of problems located, simply
reading the code (that is, code inspection) is capable of locating many more defects than alternatives such as
black box or white box testing. A variety of studies have found it to be several times more effective than
other techniques for finding defects [2][3][4][5][6][7]. Although the previous chapter has pointed out the
somewhat dubious basis of a number of software engineering practices so that claims made about the
particular effectiveness of code review should, as with other practices, be taken with agrain of salt, there
exists at least one analysis with broad enough scope and coverage that it avoids the criticisms levelled in the
previous chapter [8]. In addition the fact that peer review is a standard practice for any scholarly journa and
the earlier discussion of rather dissimilar techniques such as mathematical theorem proving being as much a
socia as mathematical processindicates that extensive review should be encouraged even for systems which
have been otherwise “proven to be secure”. This claim is backed up by empirical evidence such as that
provided from the evaluation of the first system which was certified at the Orange Book A1l level, in which
the mgjority of the security problems (covert channels) were discovered not as a result of the very lengthy and
laborious formal proving process, but through reviews and code walkthroughs [9]. Peer review also produced
good results in the VAX VMM kernel implementation, resulting in the detection and fixing of many problems
[10].

Thistype of review isformally defined as N-fold inspection and involves having a number of small teams or
individuals examine code or specifications for defects, with results coordinated by a single moderator. N-fold
inspection is based on the hypothesis that the N separate reviewers don’t significantly duplicate each other’s
work so that there isn’t alarge degree of fault-detection overlap. Thisisthe same methodology which is used
in most open source software devel opment, although there it appears to have evolved naturally rather than as
aresult of any deliberate design process. In the open source world the phenomenon has been assigned the
mantra “many eyes make bugs shallow”, although this only appliesif the many eyesreally are being applied
to the code. With the exception of the OpenBSD effort, which has been making deliberate efforts to review
the code they distribute, this type of examination seemsto occur mostly for code which users have a direct
interest in (for example a driver which is needed to make a new DVD player work) rather than for security-
relevant code.

In terms of its effectiveness, one study of the N-fold inspection process found that, as further parallel
inspections were performed (that is, as more individua users or small groups examined the code), the number
of faults located increases cumulatively [11]. In one study it was found that while individuals would typically
locate around 27% of all faults, with five inspections in parallel it went up to 65% [12]. Unfortunately these
percentage figures are of somewhat dubious value since the 100% rate was arbitrarily set as being the number
of faultsfound by 10 parallel inspections. A later experiment used a dlightly different methodology which
took as a baseline a document written by an experienced software project leader which was preprocessed by
having it reviewed by approximately 40 people who found over 70 faultsin the specification (this came asa
surprise to the original author, who was amazed at their range and severity). The document was then revised
and seeded with 99 known faults and subject to another round of N-fold inspection by nine teams, who
produced a 78% detection rate of the known faults [13].

This study indicated awide variation in individual team performance, with detection rates ranging from 22%
to 50% and with no one fault being found by every team. These results underline the importance of extensive
independent peer review, as well as showing how easy it is even for experienced designers to produce
specifications with errors, a problem which was expanded on in the previous chapter.

This form of open peer review isn’t even feasible under a number of standard development methodol ogies for
secure systems, which can require measures such as having all development performed in a sensitive
compartmented information facility (SCIF), with optional TEMPEST shielding to deter particularly persistent
peer reviewers [14]. An even more rigorous approach than this has been proposed which would be even more
effective in deterring peer review, since it seems to be structured towards ensuring that no code is ever
produced [15]. Although these measures were intended to prevent peer review by the opposition, they do
little to inspire public trust in the resulting end product, since it can then require legal action or pressure from
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government bodiesto reveal what the resulting code really does (as opposed to what the vendor claimsit
does) [16][17].

1.2. Enabling Peer Review

In contrast to the systems which are designed to make peer review as difficult as possible, the goal of a
trustworthy system design is to make it as easy as possible. In order to make peer review (and therefore the
ability to detect various classes of faults) easy, we need to structure the code in a manner which makes it
easily comprehensible to the typical programmer (although the connection between code comprehension and
the ability to find faults has the potential to be yet another “intuitively obvious” but never verified facet of
software engineering, there has in fact been a study carried out which found a strong correlation between code
comprehension and fault detection [18]).

The standard response to the requirement to make code easily comprehensible isto rattle off alist of rules
(“Use meaningful variable names”, “Add plenty of comments”, “Use structured code”, and so on), seasoned
to taste with personal preferences (“Use an OO methodology”, “Write it in Java”, “Document it using insert
name of favourite CASE tool”, and so on). However, instead of basing the code structure on these somewhat
arbitrary choices, we can take advantage of the considerable amount of research which has been performed
over the last 30 years on the subject of how programmers comprehend code in order to create code of
optimum comprehensibility, and therefore code which isideally suited for peer review. By tuning the code to
match the human thought and comprehension process, we both ensure that the chances of any
misunderstandings of the code’s function and purpose are reduced, and encourage review by third parties by
making it easy for them to examine the code. Thisis a process which needs to be examined from a
psychological rather than the traditional software engineering perspective — if we can prove that a spaghetti
mess of got o’sislogically equivalent to a structured program then why do we need to use structured code?
The answer is that humans are better able to understand structured code than spaghetti code, an issue which is
examined in more detail further on.

1.3. Selecting an Appropriate Specification M ethod

The final peer review problem which remains to be solved is the issue of the formal specification. Asthe
previous chapter demonstrated, one almost universal property of formal specification languagesis that they
areincomprehensible to all but afew cogniscenti (the specification languages used by the two methodol ogies
endorsed by the Orange Book have been described as “difficult to read, the machine language of specification
languages” [19]). The end result of thisisthat the formal specification is never analysed by anyone other than
the people who wrote it and possibly the people who were paid to evaluate it. Thisis exactly the opposite
effect of the one desired.

We can address this problem by examining the precise roles of the DTLSand FTLS. The DTLS is meant to
be a natural-language form of the specification, however this assumes that the “natural language” being used
is English. For most programmers the natural language they use to describe the behaviour of a programis not
English but a programming language, usually C. The US Ninth Circuit court has defined C source code as
something that is “meant to be read and understood by humans and that can be used to express anidea or a
method”, something that is “meant for human eyes and understanding” [20], in other words the natural
language of programmers. Going beyond the legal definition, psychological studies have shown that even
complete non-programmers will spontaneously evolve programming-language-like constructs such as control
statements when asked to create descriptions of algorithm-like tasks [21], indicating that thisisindeed the
natural language for use when communicating information about computer tasks. This meansthat the DTLS
should be written in the programmers natural language (in this case C or a C-like language) rather than the
average person’s natural language (in this case English).

Studies into the understandability of software documentation have indicated that software developers and
maintainers find it easier to understand closely related languages than distantly-related ones [22] so that the
use of a C-like specification language will help their ability to comprehend the resulting specification. In
addition since we can now choose a specification language which has a well-defined syntax and a well-
defined semantics, all the details of the specification must be stated explicitly, so that missing or ambiguous
information can be easily identified. In contrast the English specification which istypically used to guide
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implementors makes it very difficult to write concisely and without ambiguity, making it necessary to produce
asmall essay at each step in order to ensure that all readers of the specification interpret it correctly. Itisfor
this reason that formal specification languages are sometimes referred to as error avoidance systems, since
they reduce the chances of ambiguity or errorsin the specification.

Because an English DTLS can’t be applied directly, it first needs to be manually trandated into an executable
form. Thistask is“error prone, expensive, time consuming, and contributes little to the standard development
process’ [23]. There has been alimited amount of experimental work in applying natural language
processing (NLP) techniques to English specifications, but the results have been less than spectacular

[24][25] and the case has been made that this approach represents, at best, a dangerous illusion since natural
language is simply incapable of expressing precisaly the exact semantics of a system even if the NLP problem
isfinally satisfactorily solved [26]. Making the specification directly executable through the use of a C-like
specification language avoids this problem, and has the additional benefit that formal reasoning about and
mechanical verification of the code to the specification is now possible. It has even been suggested that, since
an implementation is the definitive specification of a program’s behaviour, the source code itself should serve
as the ultimate specification, providing a behavioural as well as conceptual specification of its operation [27].
This ensuresthat it will always be a correct (or at least current) specification (since only the codeitself is
guaranteed to be maintained and updated once the initial implementation has been completed, which is
particularly critical when the implementation is subject to constant revision and change), but has the downside
that implementation languages don’t as a rule make terribly good specification languages.

Using this approach tiesin to the concept of cognitive fit, matching the tools and techniques which are used to
the task to be accomplished [28][29]. If we can perform this matching, we can assist in the creation of a
consistent mental representation of the problem and its solution. In contrast if a mismatch occurs between the
representation and the solution then the person examining the code has to first transform it into a fitting
representation before they can apply it to the task at hand, or alternatively formulate a mental representation
based on the task and then try and work backwards to the actual representation. By matching the formal
representation to the representation of the implementation, we can avoid this unnecessary, error-prone, and
typically very labour-intensive step. The next logical step below the formal specification then becomes the
ultimate specification of the real system, the source code which describes every detail of the implementation
and the one from which the executable system is generated.

Ensuring a close match between the specification and implementation raises the spectre of implementation
bias, in which the specification unduly influences the final implementation. For example one source
comments that “A specification should describe only what is required of the system and not how it is achieved
[...] Thereis no reason to include a how in a specification: specifications should describe what is desired and
no more” [30]. Empirical studies of the effects of the choice of specification language on the final
implementation have shown that the specification language’s syntax, semantics, and representation style can
heavily influence the resulting implementation [31]. When the specification and implementation languages
are closely matched, this presents little problem. When the two bear little relation to each other (SDL’s
connected FSM’s, Estelle’s communicating FSM’s, or LOTOS’ communicating sequential processes, and C
or Ada), thisis amuch bigger problem since the fact that the two have very different semantic domains makes
their combined use rather difficult. An additional downside which was mentioned in the previous chapter is
that the need to very closely follow a design presented in alanguage which is unsuited to specifying
implementation details results in extremely inefficient implementations since the implementer needs to
trandate all the quirks and shortcomings of the specification language into the final implementation of the
design.

However, it is necessary to distinguish implementation bias (which is bad) from designed requirements
(which are good). Specifying the behaviour of a C implementation in a C-like language is fine since this
provides strong implementation guidance, and doesn’t introduce any arbitrary, specification-language based
bias on the implementation since the two are very closely matched. On the other hand forcing an
implementation to be based on communicating sequential processes or asynchronously communicating FSMs
does congtitute a case of specification bias since thisis purely an artifact of the specification language and (in
most cases) not at all what the implementation actually requires.
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1.4. A Unified Specification

Using a programming language for the DTL S means that we can take the process a step further and merge the
DTLS with the FTLS, since the two are now more or lessidentical (it was originally intended that languages
like Gypsy a so provide thisform of functionality). The result of this processisaunified TLSor UTLS. All
that remainsisto find a C-like formal specification language (as close to the programmer’s native language as
possible) to writethe UTLS in. If we can make the specification executable (or indirectly executable by
having one which is usable for some form of mechanical code verification), we gain the additional benefit of
having not only a conceptual but also a behavioural model of the system to be implemented, allowing
immediate validation of the system by execution [32]. Even users who would otherwise be uncomfortable
with formal methods can use the executable specification to verify that the behaviour of the code conforms to
the requirements. This use of “stealth formal methods” has been suggested in the past in order to make them
more palatable to users [33][34], for example by referring to them as “assertion-based testing” to de-
emphasise their formal nature [35].

Both anecdotal evidence from devel opers who have worked with formal methods [36] and occasional
admissions in papers which mention experience with formal methods indicate that the real value of the
methods lie in the methodol ogy, the structuring of the requirements and specification for development, rather
than the proof steps which follow [37][38][39][40] (it was in recognition of this that early Orange Book drafts
contained an entrée? class A0 which required an unverified FTLS, but this was later dropped alongside
anything more than a discussion of the hypothesised “beyond A1” classes). Aswas pointed out several times
in the previous chapter, the failing of many formal methods is that they can’t reach down deep enough into the
implementation phase(s) to provide any degree of assurance that what was implemented is what was actually
required, however by taking the area where formal methods are strongest (the ability of the formal
specification to locate potential errors during the specification phase) and combining it with the area where
executabl e specifications are strongest (the ability to locate errors in the implementation phase), we get the
best of both worlds while at the same time avoiding the areas where both are weak.

Another advantage to using specifications which can be verified automatically and mechanically is that it
greatly simplifies the task of revalidation, an issue which presents a nasty problem for formal methods as was
explained in the previous chapter but which becomes a fairly standard regression testing task when an
executable specification is present [41][42]. Unlike standard formal methods which can require that large
portions of the proof be redone every time a change is made, the mechanical verification of conformanceto a
specification is an automated procedure which, while potentially time-consuming for a computer, requires no
real user effort. Attemptsto implement a revalidation program using Orange Book techniques (the Rating
Maintenance Program or RAMP) in contrast have been far less successful, leading to “a plethora of
paperwork, checking, bureaucracy and mistrust” being imposed on vendors [43]. This situation arose in part
because RAMP required that Al-level configuration control be applied to arevalidation of (for example) a
B1 system, with the result that it was easier to redo the B1 evaluation from scratch than to apply Al-level
controlsto it.

1.5. Enabling Verification All the way Down

The standard way to verify a secure system has been to choose an abstract mathematical modelling method
(usually on the basis of being able to find someone on staff who can understand it), repeatedly jiggle and
juggle the DTLS until it can be expressed as an FTLS within the chosen mathematical model, prove that it
conforms to the requirements, and then hope that functioning code can be magicked into existence based on
the DTLS (in theory it should be built from the FTLS, but the implementers won’t be able to make head or
tail of that).

The approach taken hereis entirely different. Instead of choosing a particular methodology and then forcing
the system design to fit it, we take the system design and try and locate a methodol ogy which matchesiit.
Since the cryptlib kernel is afilter which acts on messages passing through it, its behaviour can best be
expressed in terms of preconditions, postconditions, invariants, and various other properties of the filtering

2 Given that the Orange Book comes to us from the US, it would probably have been designated an appetizer rather than
an entrée.
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mechanism. Thistype of system corresponds directly to the Design by Contract methodology
[44][45][46][47].

Design by contract evolved from the concept of defensive programming, a technique created to protect
program functions from the slings and arrows of buggy code, and involves the design of software routines
which conform to the contract “If you promise to call this routine with precondition x satisfied then the
routine promises to deliver afinal state in which postcondition X' is satisfied” [48]. Thismirrorsred-life
contracts which specify the obligations and benefits for both parties. Aswith real-life contracts, these
benefits and obligations are set out in a contract document. The software analogue to areal-life contract isa
formal specification which contains preconditions which specify under which conditionsacall to aroutineis
legitimate, and postconditions which specify the conditions which are ensured by the routine on return.

From the discussion in the previous chapters it can be seen that the entire cryptlib kernel implements design-
by-contract rules. For example the kernel enforces design-by-contract on key loads into an encryption context
by ensuring that certain preconditions hold (the initial access check and pre-dispatch filter which ensures that
the caller is allowed to access the context, the context is an encryption context, the key is of the appropriate
type and size, the context isin a state in which akey load is possible, etc, etc) and that the corresponding
postconditions are fulfilled (the post-dispatch filter which ensures that the context is transitioned into the high
state ready for use for encryption or decryption). The same contract-based rules can be built for every other
operation performed by the kernel, providing a specification against which the kernel can be validated.

By viewing the kernel as the enforcer of a contract, it moves from being just a chunk of code to the
implementation of a certain specification against which it can betested. The fact that the contract defines
what is acceptable behaviour for the kernel introduces the concept of incorrect behaviour or failure, which in
the cryptlib kernel’s case means the failure to enforce a security condition. Determining whether the contract
can be voided in some way by external forces is therefore equivalent to determining whether a security
problem exists in the kernel, and this is what gives us the basis for verifying the security of the system. If we
can find away in which we can produce a contract for the kernel which can be tested against the finished
executable, we can meet the requirement for verification all the way down.

2. Making the Specification and I mplementation Comprehensible

A standard model of the human information processing system known as the Atkinson-Shiffrin model
[49][50] which indicates how the system operates when information from the real world passesthrough it is
shown in Figure 1. In the first stage of processing, incoming information about a real-world stimulus arrives
in the sensory register and is held there for a brief amount of time (the longer it sitsin the register, the more it
decays). While the information isin the register, it is subject to a pattern recognition process in which it is
matched against previously-acquired knowledge held in long-term memory. This complex interaction results
(hopefully) in the new information being equated with a meaningful concept (for exampl e the association of

the shape A with the first letter of the alphabet), which is then moved into short-term memory (STM).

Dataheldin STM isheld in its processed form rather than in the raw form found in the input register, and
may be retained in STM by a process known as rehearsal, which recycles the material over and over through
STM. If thisrehearsal processisn’t performed, the data decaysjust asit doesin the input register. In
addition to the time limit, there is also alimit on the number of items which can be held in STM, with the total
number of items being around seven [51]. These items don’t correspond to any particular unit such as aletter,
word, or line of code, but instead correspond to chunks, data recoded into a single unit when it is recognised
as representing a meaningful concept [52]. A chunk is therefore arather variable entity containing more or
less information depending on the circumstances®. People chunk information into higher-order units using
knowledge of both meaning and syntax. Thus for example the C code corresponding to awhile look might be
chunked by someone familiar with the language into a single unit corresponding to “awhi | e loop”.

% Thisleads to an amusing circular definition of STM capacity as “STM can contain seven of whatever it isthat STM
contains seven of”.
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Figure 1: The human memory process

The final element in the processis long-term memory (LTM), into which data can be moved from STM after
sufficient rehearsal. LTM is characterised by enormous storage capacity and relatively sow decay
[53][54][55].

2.1. Program Cognition

Now that the machinery used in the information acquisition and learning process has been covered, we need
to examine how the learning process actually works, and specifically how it worksin relation to program
cognition. One way of doing thisis by treating the cognitive process as a virtual communication channel in
which errors are caused not by the presence of external noise but by the inability to correctly decode received
information. We can model this by looking at the mental information decoding process as the application of a
decoder with limited memory. Moving a step further, we can regard the process of communicating
information about the functioning of a program viaits source code (or, aternatively, aformal specification) as
a standard noisy communications channel, with the noise being caused by the limited amount of memory
available to the decoding process. The more working storage (STM) that is consumed, the higher the chances
of adecoding error or “decoding noise”. The result is a discrepancy between the semantics of the information
asreceived as input and the semantics present in the decoded information.

An additional factor which influences the level of decoding noise isthe amount of existing semantic
knowledge which is present in LTM. The more information which is present, the easier it isto recover from
“decoding noise”.

This model may be used to explain the differences in how novices and experts understand programs.
Whereas experts can quickly recognise and understand (syntactically correct) code because they have more
data present in LTM to mitigate decoding errors, novices have little or no dataon LTM to help them in this
regard and therefore have more trouble in recognising and understanding the same code. This theory has
been supported by experiments in which experts were presented with plan-like code (code which conformsto
generally-accepted programming rules, in other words code which contained recognisable elements and
structures) and unplan-like code (code which doesn’t follow the usual rules of discourse). When faced with
unplan-like code, expert programmers performed no better than novices when it came to code comprehension
because they weren’t able to map the code to any schemasthey had in LTM [56].

2.2. How Programmers Understand Code

Having examined the process of cognition in somewhat more detail, we now need to look at exactly how
programs are understood by experts (and, with rather more difficulty, by non-experts). Research into program
comprehension is based on earlier work in the field of text comprehension, although program comprehension
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represents a somewhat specialised case since programs have a dual nature because they can be both executed
for effect and read as communications entities. Code and program comprehension by humansinvolves
successive recodings of groups of program statements into successively higher-level semantic structures
which are in turn recognised as particular algorithms, and these are in turn organised into a general model of
the program as awhole.

One significant way in which this process can be assisted is through the use of clearly structured code which
makes use of the scoping rules provided by the programming language. The optimal organisation would
appear to be one which contains at its lowest level short, simple code blocks which can be readily absorbed
and chunked without overflowing STM and thus leading to an increase in the number of decoding errors [57].
An example of such acode block, taken from the cryptlib kernel, is shown in Figure 2. Note that this code
has had the function name/description and comments removed for reasons explained later.

function ::=
PRE( isValidObject( objectHandle ) );

obj ect Tabl e[ obj ectHandl e ].referenceCount ++;

POST( obj ect Tabl e[ obj ectHandl e ].referenceCount ==
ORI G NAL_VALUE( referenceCount ) + 1 );

return( CRYPT K );
Figure 2: Low-level code segment comprehension

The amount of effort required to perform successful chunking is directly related to a program’s semantic or
cognitive complexity, the “characteristics which make it difficult for humans to comprehend software”
[58][59]. The more semantically complex a section of code is, the harder it isto perform the necessary
chunking. Examples of semantic complexity which go beyond obvious factors such as the choice of
algorithm include the fact that recursive functions are harder to comprehend than non-recursive ones, the fact
that linked lists are more difficult to comprehend than arrays, and the use of certain OO techniques which lead
to non-linear code which is more difficult to follow than non-OO equivalents[60][61] (so much so that the
presence of indicators such as a high use of method invocation and inheritance has been used as a means of
identifying fault-prone C++ classes [62][63]).

At this point the reader has achieved understanding of the code segment, which has migrated into LTM in the
form of a chunk containing the information “increment an object’s reference count”. If the same codeis
encountered in the future, the decoding mechanism can directly convert it into “increment an object’s
reference count” without the explicit cognition process which was required the first time. Once this internal
semantic representation of a program’s code has been developed, the knowledge is resistant to forgetting even
though individual details may be lost over time [64]. This chunking process has been verified experimentally
by evaluating test subjects reading code and retrogressing through code segments (for example to find the

whi | e at the start of aloop or thei f at the head of ablock of conditional code). Other rescan points
included the start of the current function, and the use of common variables, with almost al rescans occurring
within the same function [65].

At this point we can answer the rhetorical question which was asked earlier: If we can use the B6hm-Jacopini
theorem [66] to prove that a spaghetti mess of got o’sislogically equivalent to a structured program then
why do we need to use structured code? The reason given previously was that humans are better able to
understand structured code than spaghetti code, and the reason that structured code is easier to understand is
that large forward or backwards jumps inhibit chunking since they make it difficult to form separate chunks
without switching attention across different parts of the program.

We can now step back one level and apply the same process again, this time using previousy-understood
code segments as our basic building blocks instead of individual lines of code, as shown in Figure 3, again
taken from the cryptlib kernel. At thislevel the cognition process involves the assignment of additional
meaning to the higher-level constructs than is present in the raw code, including control flow,
transformational effects on data, and the general purpose of the code as awhole.
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PRE( isValidObject( objectHandle ) );
PRE( isValidoject( dependentObject ) );
PRE( i ncRef erenceCount == TRUE || i ncReferenceCount

/* Determ ne which dependent object value to update
obj ect Handl ePtr =\
( obj ect Tabl e[ dependent Obj ect ].type == OBJECT_

&obj ect Tabl e[ obj ect Handl e ]. dependent Devi ce :

&obj ect Tabl e[ obj ect Handl e ]. dependent Cbj ~~*;

/* Update the dependent objects reference count

static int incRefGunt( const int obj ectHandl e,
const int dunmyl,
const voi d *dumy2 )

{
/* Precond tions */
PRE( i s\al i dbj ect ( obj ectHandie ) );

/* Increnent an obj ects reference count */
obj ect Tabl ef obj ect Hand e ] . ref er enceQunt ++

/* Post condi ti on */
FCST( obj ect Tabl e[ obj ect Handl e ] . ref erence@unt = \
CRGNAL_VALUE reference@unt ) +1);

return( QRPT_OX);
}

f required and [...]

*/

i f( incReferenceCount )
i ncRef Count ( dependent Cbj ect, 0, NULL );
*obj ect Handl ePtr = dependent bj ect ;

/* Certs and contexts have special relationships in
i f( objectTabl e[ objectHandle ].type == OBJECT_TYPE|
obj ect Tabl e[ dependent Obj ect ].type 3

{

int actionFlags = 0;

/* For each action type, enable its continued u

int krnl Sendvessage( const int obj ecttand e,
FESORE MESSAGE

const

= | TYFE nessage,
voi d *nessageDataftr, const int nessage\al ue )

{
/* Preconditions. For external nessages ve dor' t provide any assertions [...] */
FRE( i s\al i dhessage( | ocal Message ) );
FRE( !islnternal Message | | isvalidHandie( objecttande ) || \
i SG obal (pti onMessage( ohj ect Handl e, | ocal Missage, nessageval ue ) );

/* Get the infornation ve need to handl e this nessage */
handl i ngl nfoRtr = &nessagetand i ngl fo[ | ocal Mssage 1:

/* Inner preconditions nowthat we have the handl ing infornation: Message [...] */
FRE( ( handl i ngl nf oRt r- >par antheck = PARAVIVFE NONE NOKE && \
aRr = NULL & nessageVal ue = 0) ||
[--1):

[
¥

(-]

nl

krnl SendMessage( obj ect Handl e,
&act i onFl ags,
}
[-..]
STM

P4 T T

RESOURCE_| MESSAGE_SETATTRI BUTE,
CRYPT_| ATTRI BUTE_ACTI ONPERVS ) ;

LTM

Figure 3: Higher-level program comprehension

Again, the importance of appropriate scoping at the macroscopic level is apparent: If the complexity growsto
the point where STM overflows, comprehension problems occur.

A somewhat different view of the code comprehension processisthat it is performed through a process of
hypothesis testing and refinement in which the meaning of the program is built from the outset by means of
features such as function names and code comments. These clues act as “advance organisers”, short
expository notes which provide the general concepts and ideas which can be used as an aid in assigning
meaning to the code [67]. The code section in Figure 2 was deliberately presented earlier without its function
name. Itis presented again for comparison in Figure 4 with the name and a code comment acting as an

advance organiser.

/* Increment/decrement the reference count for an object */

static int incRefCount( const int objectHandle )

{
PRE( isValidObject( objectHandle ) );
obj ect Tabl e[ obj ect Handl e ].referenceCount ++;

POST( obj ect Tabl e[ obj ect Handl e ]. ref erenceCoun
ORI G NAL_VALUE( referenceCount ) + 1 );

return( CRYPT_X );
}

t

==\

Figure 4: Low-level code segment compr ehension with the aid of an advance or ganiser

Related to the concept of advance organisersisthat of beacons, stereotyped code sequences which indicate

the occurrence of certain operations [68][69]. For example the code sequence ‘f or i

al i ]

an array)’.

= 1to 10 do {

= 0 }’ isabeacon which the programmer automatically translates to ‘initialise data (in this case
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2.3. Code Layout to Aid Comprehension

Studies of actual programmers have shown that the process of code comprehension is as much atop-down as
abottom-up one. Typically programmers start reading from the beginning of the code using a bottom-up
strategy to establish overal structure, however once overall plans are recognised (through the use of
chunking, beacons, and advance organisers), they progress to the use of a predictive, top-down mode in which
lower levels of detail are skipped if they aren’t required in order to obtain a general overview of how the
program functions [70][71][72]. The process here is one of hypothesis formation and verification, in which
the programmer forms a hypothesis about how a certain section of code functions and only searches down far
enough to verify the hypothesis (there are various other models of code comprehension which have been
proposed at various times, a survey of some of these can be found elsewhere [73]).

While thistype of code examination may be sufficient for program comprehension, when in-depth
understanding is required experienced programmers go down to the lower levelsto fully understand every
nuance of the code’s behaviour rather than simply assuming the code works as indicated by documentation or
code comments [74]. The reason for this behaviour is that full comprehension is required to support the
mental simulation of the code which is used to satisfy the programmer that it doesindeed work as required.
Thisis presumably why most class libraries are shipped with source code even though OO theology would
indicate that their successful application doesn’t require this, since having programmers work with the source
code defeats the concept of code reuse which assumes modules will be treated as black-box, reusable
components (an alternative view is that since documentation is often inaccurate, ambiguous, or out of date,
programmers prefer going directly to the source code which definitively describes its own behaviour).

In order to take advantage of both the top-down and bottom-up modes of program cognition we can use the
fact that a program is a procedural text which expresses the actions of the machine on which it is running
[75][76]. Although the codeis expressed as alinear sequence of statements, what’s being expressed isa
hierarchy in which each action is linked to one or more underlying actions. By arranging the code so that the
lower-level functions occur first in the listing, the bottom-up chunking mode of program cognition is
accommodated for programmers who take the listing and read through it from start to finish. For those who
prefer to switch to atop-down mode once they understand enough of the program to handle this, the
placement of the topmost routines at the opposite end of the listing allows them to be easily located in order
to perform atop-down traversal. In contrast, placing the highest-level routines at the start would force
bottom-up programmers to traverse the listing backwards, significantly reducing the ease of comprehension
for the code. The code layout which results from this design principleis shownin Figure 5. Similar
presentation techniques have been used in software exploration and visualisation tools which are designed to
aid users in understanding software [77].
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static int updateActionPerns( int currentPerm const int newPerm)
it pernbask = ACTI ON_PERMVASK, i :

/* For each permission, update its value of the new setti
restrictive than the current one. Since smaller values are more
restrictive, we can do a sinple range conparison and replace the
existing vaius 1T it's largar than the new ore =/

CONT; i+ )

— for( i =

i1( ( newPerm & permiask ) < ( current Perm & per miisk ) )
currentPerm= ( currentPerm & ~pernhask ) | |
( newPerm & per méaisk ):

static int updateAstionPerms( int currentPerm const int newerm)
Nt permiaisk = ACTI ON PERM IASK, i )pevrrNBsk <<= 2,

1* For each permission. update 115 value of the new setting is mre
than the return( currentPerm)
}

for(h = A o e AR

F1C ( newporm & permisk ) < ( currontParm & pornask ) )

currentrerm = ( curren Perm & perriask ) | 1
newPor M & per MGk )

pernask <<= 2
) static const ATTRIBUTE_AQL findAttrACL( const CRYPT_ATTRI BUTE_TYPE attribute.
const BOOLEAN i s nt er nal hessage )

return( currentPerm) {

) J* Performa hardcoded bi nar h for the attribute AQL this minimses
the nunber of comparisons nece. vy to find a match */

stati e const ATTRIBUTE_ACL *findALLrACL( const CRIPT ATTRIBUTE_TYPE att bute, if( attribute < CRYPT_CTXINFOLAST )

nter nal Message ) . —

¢ Tf( attribute < CRYPT_GENERI C_LAST )
/* Performa hardcoded binary search for the attribute ACL, this minimises [

the number of conparisons necessary to find a match */ }
if( attribute < CRYPT_CTXINFO_LAST ) )

T1( attribute < CRYPT_GENERI C_LAST )
[
}

i

Static int setPropertyAtribute( const int object Handl e,
const CRYPT_ATTR BUTE_TYPE attribute,
void *messageDataPtr )

static [t setPropertyALLribute( const nt objectHand! e
nst GRYPT_ATTRI BUTE_TYPE attrit .e,

{
CBIECTI\FO «obj ect [ nf 0Pt 1= dobj ect Tablef _obj et andi e )
Vold *mescagecatantr )

const nt value = *( ( int *) messageDataPtr ) .
swi toh( attribute ) CRUECT.I 1O o e 0P« = dobject Tl ef obj ectrandl e 1
const Tnt value = *( © ) messageDatartr ):
Case CUPT L AT T T e
obj ectTnf ot - >act | onF
upda et anper by eat o r->acti onflags, val e ) (
e e case GRYPT_| ATTR| BUTE_ACTI ONPERM:
= obj ecti nfoPtr->acti onFlags = |
updat eAct i onPer ms( obj ect | nf oPtr - >acti onFl ags, value )
break

switoh( attribute )

defaul t
assert ( NOTREAGHED ) ;

fault
return( CRYPT_OK ); Ssert( NOTREAGHED ) ;
)

e kel Sendbessage( const |t obj ecttanl e
© NESSAGE_TYPE message,
Vo3 +mossageCatabtr. Gonst | messageval ue )

return( CRYPT_. ):
}

{

const ATTRIBUTE_ACL *attri but eACL = NULL
const MESSAGE_HANDLI NG_| NFO *handl i ngl nf 0Pt r
NESSAGE_QUELE_DATA enqueuedhessageDat a

[.-.1
7+ 1 it's an obj ect-mni pul ati on message, get the attribute's mndatory int kol Sendiessage( const int objecti. e

ACL. Since this doesn't require access Lo any object information, we const RESOURCE, MESSAGe. |~ message,

Can do this before ve |ock the object table */ one nessaoecm oy ron R e ageval ue )
if( isAttributelessage( | ocal Message ) & \ {

CartributeAct = 1indALrACL( messageval ue, | Const ATTRIBUTE_ACL *attributeACL = NULL:

isinternal M:ssagc ) ) == NLL) const MESSAGE_HANDLI NG_| NFO *handl i ngl nf oPtr

return( CRYPT_ARGERROR VALUE ) MESSAGE_QUELE_DATA enqueuedMessageDat a;
[.] (.
i1( handl i ngl nf oPt r- i nt ernal Handl er Function == NULL ) [+ 11 it's an obj ect-mani pulation message, get the attribute s mandai ry
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else isinternal wssage ) ) =L )
Status = setPropertyAttribute( obj ect Handi e, messageVal ue, Feturn( GRYPT_ARGERROR VALUE )©
messageDat aftr ): - -

} 98]
else i ( handlingl nf oPtr->i nt ernal Handl er Function == NULL )

I+ 1t's a kernel -handied message, process it */

status = handl i ngl nf oft r->i nt ernal Fand er Funct i on( \ 11 hand! i ngi nf 0Pt r- >messageType == RESOLRCE_NESSAGE GETATTRI BT )

I ocal Obj ect Handl e, messageVal ue, messageDataPtr ); status = getPropertyAttribute( objectHandl e, nessageVal ue.

[ messageDataPtr )
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e
Status = setPropertyAtLribute( objectHandie, messar .l ue,
nessagebataPtr )

}
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It a kernel-handl ed message. process it
Statis = handlt i gl nf oPLr ->i nt er nal Hand er Functi on( \
I'ocal Cbj ect Handl e, messageVal ue, nmessageDataPlr ):
[
1

Figure5: Physical (Ieft) and logical (right) program flow

2.4. Code Creation and Bugs

The process of creating code has been described as one of symbolic execution in which a given plan element
triggers the generation of a piece of code which the programmer then symbolically executesin their mind in
order to assign an effect to it. The effect is compared to the intended effect and the code modified if
necessary in order to achieve the desired result, with results becoming more and more concrete as the design
progresses. The creation of sections of code alternates with frequent mental execution to generate the next
code section. The coding processitself may be interrupted and changed as a result of these symbolic
execution episodes, giving the coding process a sporadic and halting nature [ 78][79][80][81].

An inability to perform mental simulation of the code during the design process can lead to bugsin the
design, since it’s no longer possible to progressively refine and improve the design by mentally executing it
and making improvements based on the results. The effect of an inability to perform this mental executionis
that expert programmers are reduced to the level of novices[82]. Thisindicates that great care must be
exercised in the choice of formal specification language, since most of them don’t allow this mental
simulation (or only alow it with great difficulty), effectively reducing the ability of its users to that of novice
programmers.

The fact that the coding process can cause a trickle-back effect through various levels of refinement indicates
that certain implementation aspects such as programming language features must be taken into account when
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designing an implementation. For example specifying a program design in a functional language for
implementation in a procedural language creates an impedance mismatch which is asking for trouble when it
comes to implementing the design. Adhering to the principle of cognitive fit when matching the specification
to the implementation is essential in order to avoid these mismatches, which have the potential to lead to a
variety of specification/implementation bugs in the resulting code.

The types of problems which can occur due to alack of cognitive fit can be grouped into two classes,
conceptual bugs and teleological bugs, illustrated in Figure 6. Conceptua bugs arise due to differences
between the actual program behaviour as implemented and the required behaviour of the program, for
example asit is specified in arequirements document. Teleological bugs arise due to differences between the
actual program behaviour asimplemented and the behaviour intended by the implementer [83][84]. Thereis
often some blurring between the two classes, for example if it isintended that private keys be protected from
disclosure but the implementation doesn’t do this then it could be due to either a conceptua bug (the program
specification doesn’t specify this properly) or ateleological bug (the programmer didn’t implement it
properly).

, Implementor
R
equired intended
behaviour behaviour
OQ% &P
)
X %
Actual
behaviour

Figure 6: Types of implementation bugs

The purpose of providing agood cognitive fit between the specification and implementation is to minimise
conceptual bugs, ones which arise because the implementer had troubl e following the specification.
Minimising teleological bugs, ones which arise where the programmer had the right intentions but got it
wrong, is the task of code verification which is covered in the next section.

2.5. Avoiding Specification/l mplementation Bugs

Now that we’ve looked at the ways in which errors can occur in the implementation, we can examine the ways
in which the various design goals and rules presented above act to address them. Before we do this though,
we need to extend Figure 6 to include the formal specification for the code, since this represents a second
layer at which errors can occur. The complete process from specification to implementation is shown in
Figure 7, along with the errors which can occur at each stage (there are also other error paths which exist, for
example the actual behaviour not matching the specifier’sintended behaviour, but thisis just a generalisation
of one of the more specific error types shown in Figure 7).
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Figure 7: Specification and implementation bug types

Starting from the top, we have conceptual differences between the specifier and the implementor. We act to
minimise these by closely matching the implementation language to the specification language, ensuring that
the specifier and implementor are working towards the same goal. In addition to the conceptual bugs we have
teleological bugsin the specification, which we act to minimise by making the specification language as close
to the specifier’s natural language (when communicating information about computer operations) as possible.

At the next level, we have teleological bugs between the implementor and the implementation they create,
which we act to minimise through the use of automated verification of the specification against the code,
ensuring that the behaviour of what’s actually implemented matches the behaviour described in the
specification. Finally, we have conceptual bugs between what’s required and what’s actually implemented,
which we act to minimise by making the code as accessible and easily comprehensible for peer review as
possible.

These error-minimisation goal's also interact to work across multiple levels, for example since the
specification language closely matches the implementation language the specifier can check that their intent is
mirrored in the details of the implementation, allowing checking from the highest down to the lowest level in
one single step.

This concludes the coverage of how the cryptlib kernel has been designed to make peer review and analysis as
tractable as possible. The next section examines how automated verification is handled.

3. Verification All the way Down
The contract enforced by the cryptlib kernel is shown in Figure 8.

ensure that bad things don't happen;
Figure 8: The overall contract enforced by the cryptlib kernel

Thisis something of atautology, but it provides a basis upon which we can build further refinements. The
next level of refinement is to decide what constitutes “bad things” and then itemise them. For example one
standard requirement is that encryption keys be protected in some manner (the details of which aren’t
important at thislevel of refinement). Our extended-form contract thus takes the form shown in Figure 9.
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(-]

eHsure that keys are protected;

Figure 9: Detail from the overall contract enfor ced by the kernel

Thisis till too vague to be useful, but it again provides us with the basis for further refinement. We can now
specify how the keys are to be protected, which includes ensuring that they can’t be extracted directly from
within the architecture’s security perimeter, that they can’t be misused (for example using a private key
intended only for authentication to sign a contract), that they can’t be modified (for example truncating a 192-
bit key to 40 bits), and various other restrictions. This further level of refinement is shown in Figure 10.
EeH]sure that conventional encryption keys can't be extracted in plaintext form
ensure that private keys can't be extracted;

ensure that keys can't be used for other than their intended purpose;
ensure that keys can't be nodified or altered;

[.]
Figure 10: Detail from the key-protection contract enforced by the kernel

The specifications so far have been phrased in terms of expressing when things can’t happen, however in
practice the kernel works in terms of checking when things are allowed to happen and only allowing them in
that instance, defaulting to deny-all rather than allow-all. In order to accommodate this we can rephrase the
rulesasin Figure 11.

ensure that conventi onal encryption keys can only be extracted in encrypted form
ensure that keys can only be used for their intended purpose;

[.]
Figure 11: M odified key-protection contract

Note that two of the rules now vanish, since the actions which they were designed to prevent in the Figure 10
version are disallowed by default in the Figure 11 version. The technique of expressing an FTLS as a series
of assertions which can be mapped to various levels of the design abstraction has been proposed before for
use in verifying aB2 system by trandating its FTLS into an assertion list which defines the behaviour of the
system which implements the FTLS[85]. The mapping from FTLS was done manually, and seems to have
been used more as an analysis technique than as a means of verifying the actual implementation.

We now have a series of rules which determine the behaviour of the kernel. What remainsis to determine
how to specify them in a manner which is both understandable to programmers and capable of being used to
automatically verify the kernel. The most obvious solution to this problem is to use some form of executable
specification or, more realistically, a meta-executabl e specification which can be mechanically mapped onto
the kernel implementation and used to verify that it conformsto the specification. The distinction between
executable and meta-executable is made because the term “executable specification” is often taken to mean
the process of compiling aformal specification language directly into executable code, arather impractical
approach which was covered in the previous chapter.

Some possible approaches to meta-executabl e specifications are covered in the following sections.

3.1. Programming with Assertions

The smplest way of specifying the behaviour of the kernel isto annotate the existing source code with
assertions which check its operation at every step. An assertion is an expression which defines necessary
conditions for correct execution, acting as “atireless auditor which constantly checks for compliance with
necessary conditions and complains when the rules are broken” [86]. C’shuilt-inassert () macroisalittle
too primitive to provide anything more than arelatively basic level of checking, however when applied to a
design-by-contract implementation its use to verify that the preconditions and postconditions are adhered to
can be quite effective. Since the cryptlib kernel was specifically designed to be verifiable using design-by-
contract principles, it’s possible to go much further with such a simple verification mechanism than would be
possible in amore generalised design.

Asthe previously presented code fragments have indicated, the cryptlib kernel is comprehensively annotated
with C assertions which function both to document the contract which applies for each function and to verify
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that the contract is being correctly enforced. Even a mechanism as simple as this has helped to catch
problems such as an optimiser bug in the gcc compiler which resulted in an object’s reference count not being
decremented under some circumstances (the author has resisted the temptation to publish a paperin a
software engineering journal advocating the universal use of assert () based on this successful result).

Moving beyond the built-in assertion capability, there exist a number of extensions which provide the more
powerful types of assertions needed for design by contract programming. The simplest of these just extend
thebasicassert () macro to support quantifiers such as v and 3, provided through the macrosf or al | ()
and exi st s(), and accessto the value of avariable at the time afunction is called, provided through the
macro ol d() . Combined with extensive preprocessor trickery and using specia features of the C++
language, it’s possible to provide this functionality without requiring any add-on programs or modifications to
the C compiler [87].

Going beyond what’s possible using the compiler itself were various efforts which looked at extending the
concept of basic assertions to the creation of automatic runtime consistency checks. One of the earliest efforts
in this area was the work on Anna (Annotated Ada), which uses annotations to Ada source code to perform
runtime consistency checking of the executable code [88][89][90]. A derivative of Anna, GNU Nana[91],
exists for C++, but has the disadvantage that it is tied heavily into the GNU software tools, being based on
preprocessor macros and using language extensions in the gcc compiler and hooking into the gdb debugger.
In terms of legibility, Nana-annotated programs have the unfortunate property of appearing to have been hit
by a severe bout of line noise.

A dightly different approach is used with App, the Annotation PreProcessor for C, which isimplemented as a
preprocessor pass which recognises assertions embedded in source code comments and produces as its output
(viathe C compiler) an executable with built-in checks against the assertions [92]. Since App annotations
exist outside the scope of the C code, they don’t have to be implemented as preprocessor macros but can
instead by handled through a C-like minilanguage which should be instantly understandable by most C
programmers and which doesn’t suffer from Nana’s line-noise problem. App doesn’t appear to be publicly
available.

Another effort inspired by Anna was A++ (annotated C++), which allowed methods in C++ classes to be
annotated with axioms specifying semantic constraints, with the annotations being of the form [
quantifiers; require preconditions; prom se postconditions ] statenent;.
The annotations were to be processed by an A++ front-end which then fed the st at enent part onto the
C++ compiler [93]. Work on A++ was abandoned at an early experimental stage so it’s not known how
verification would have been performed.

All of the mechanisms which rely on annotating program source code, from simple C assertions through to
more sophisticated tools such as Anna/Nana, App, and A++ have two common disadvantages: they require
modification of the original source code, reducing the comprehensibility of both the code and the annotations
by creating a hybrid mix of the two, and they are al-or-nothing in that they can either be enabled and increase
the program size and execution time, or be disabled with the result that the code runs without any checking.
More serioudly, the fact that they are implemented as inline code means that their presence can ater the
behaviour of the code (for example by changing the way some compiler optimisations are performed) so that
the behaviour of code compiled with the built-in checks differs from that compiled without the checks.

In order to solve these two problems we need to make two changes to the way the specification and
verification is performed. Firstly, the specification needsto be written as a separate unit rather than being
embedded in the code, and secondly the testing process needs to be non-intrusive so that the code under test
doesn’t need to be recompiled before or after testing.

3.2. Specification using Assertions

In order to achieve the two goal s given above we need to have the ability to compile the specification into a
separate piece of executable code which, in conjunction with the code under test forms an oracle which, for
any given set of test data, is capable of judging whether the code conforms to the specification. The creation
of tools to handle this was inspired by Guttag and Horning’s work on the formal specification of the
properties of abstract data types which combined a syntactic definition of the data type and a set of axioms
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which specified the operations which were allowed on the data [94]. This work was contemporary with early
efforts such as SELECT, which used symbolic execution of LISP code and tried to automatically determine
appropriate test data (falling back to requesting user input if required) [95] and later lead to tools such asthe
Data Abstraction, I mplementation, Specification, and Testing System (DAISTS) which allowed the
specification of classes along with a set of axioms for the abstract data type implemented by each class and
test data which checked the implementation against the axioms. The testing was performed by using the
algebraic specification as an oracle for testing the implementation, utilising the left-hand side of each axiom
as atest case which was compared using a user-supplied equality function to the right-hand side [96].
DAISTS was the first tool which allowed the semantics of an ADT to be specified and verified in the manner
outlined earlier, but suffered from the problem that both sides of the equation (the formal specification and
the implementation) had to be provided in the DAISTS implementation language SIMPL-D.

Although DAIST S itself appears to have faded from view, it did spawn some later (rather distant) derivatives
and adaptations for C++ [97] and Eiffel [98]. The latter, A Set of Tools for Object-Oriented Testing
(ASTOQT), is based on the concept of observational equivalence for objects. Two objects are said to be
observationally equivalent if, after a sequence of operations on them, they end up in the same abstract state
(even if their implementation details differ). A specification can be checked against its implementation by
sending them a sequence of operations and then verifying that both end up in the same abstract state.
Although thistype of testing system isideal for abstract data structures such as heaps, queues, lists, and trees,
the functionality it provides doesn’t provide a very good match for the operations performed by the cryptlib
kernel.

When creating a specification which contains assertions about the behaviour of an implementation, we need

to distinguish between definitional and operational specifications. Definitional specifications describe the
properties which an implementation should exhibit, while operational specifications describe how those
properties are to be achieved. For example a definitional specification for a sort function might be “upon
termination the items are sorted in ascending order”, while an operational specification might be a description
of abubble sort, heap sort, merge sort, or quicksort. In its most extreme form an operational specificationisa
direct implementation of an agorithm in a programming language. The pros and cons of definitional vs
operational specifications have been considered earlier, for the cryptlib kernel an operational specificationis
used.

This introduction now leads us to the use of formal specification languages and assertion-based testing/stealth
formal methods, of which the sections which follow provide a representative sample.

3.3. Specification L anguages

The usual way to write specifications for a piece of software isin informal English, aDTLS in Orange Book
terms. Unfortunately a DTL S has the disadvantage that it is written in alanguage unsuited for the creation of
specifications, one in which it is both easy to create a vague and ambiguous specification, and one which is
unusable with automated verifiers. This means that such an informal specification can’t be checked for
correctness using automated tools, nor can it be processed automatically for input to other tools such as ones
which check the program code against the specification. Informal specifications condemn devel opersto
manual verification and testing.

In order to express specifications precisely, an FTLS in Orange Book terms, we need to resort to the use of a
formal specification language which is capable of capturing semantic rules and working with a precision not
possible with plain English. This can then be passed through a language verifier to check that the content of
the specification conforms to the rules, and the result passed on to other tools to conform that the code and/or
final program conforms to the specification [99]. Although there has been some debate about the use of
executable (or meta-executable) specifications among formal methods purists [100][32][101], we can take the
standard criticism of thistype of verification, that it can’t be used to prove the absence of errors, and reverse
it to show that it can at least demonstrate the presence of errors. Thisisno more or less useful than what
model checkers do when they attempt to find counterexamples to security claims about a system, and indeed
reported successful applications of model checkersto find faults often emphasise their use in showing the
presence of errors in the same manner as more conventional types of testing would [102]. It should be noted
here that the validation being performed goes beyond the standard functional-testing approach, which simply
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checks that the system works correctly, to aso verify that the system doesn’t work incorrectly. The overall
intent of the validation process then isto accumul ate evidence that the implementation matches the
specification, something which even a hypothetically perfect formal proof isn’t capable of doing.

Another advantage of aformalised rather than descriptive specification isthat it makesit rather difficult to
fiddle a design decision, since any errors or ambiguities in the designer’s thinking will be revealed when an
attempt is made to capture it in the form of aformal specification. An example of an ambiguity is the fairly
common practice of using the value —1 (or some similar out-of-band value) to indicate a “don’t care” valuein
cases Where a handle to an object isrequired. This practice was used in one location in the cryptlib kernel,
but the semantics couldn’t be captured in the specification which required that the entity which was present at
this point be a cryptlib object and not a choice between an object and a special-case magic vaue with no
significance other than to indicate that it had no significance. Redesigning the portion of the kernel which
caused the problem in order to eliminate this ambiguity reveal ed a somewhat artificial constraint (which
admittedly had made sense when the code was originally written) which came through from non-kernel code.
Removing this constraint considerably simplified the semantics of the code once the kernel design change was
made.

The following sections examine some sampl e specification languages which could potentially be used for
specifying the behaviour of and verifying the cryptlib kernel. In each case a brief overview of a sample from
aparticular class of language is provided along with an example of how it might be used and an analysis of its
applicability to the task at hand. Since many of these languages use an event-based or asynchronously-
communicating process model of the world, the example is somewhat contrived in some cases (this aso
explains many specification language designer’s apparent preoccupation with either elevator controllers or
stacks when presenting their work, these being examples which fit the language’s world view). More
extensive surveys of specification languages, including coverage of BagL, Clear, CSP, Larch, PAISLey,
Prolog, SEGRAS, SF, Spec, and Z, can be found elsewhere [103][104].

3.4. English-like Specification L anguages

One standardised specification language is the Semantic Transfer Language (STL) [105], an English-like
language for specifying the behaviour of programs. STL was designed to be a tool-manageable language
capable of describing actions, information such as data and rel ationships among data, events, states, and
connection paths. A portion of an STL specification for aleft-shift function is shown in Figure 12.

[.]

Action leftshift
is actiontype internal;
uses datai tem val ue;
uses dataitem anount;
produces dataitemresult;
is tested exhaustively on dataitem val ue;
is tested exhaustively on dataitem anpunt.

Dataitem val ue is an instance of datatype bitmask.
Dat ai tem anount is an instance of datatype integer.

Dat at ype bi t mask
i s datatypecl ass integer;
has val ue range m ni num 1;
has val ue range maxi mum 32767;
has val ue range resolution 1;
has invalid subdonmai n out _of _bounds;
has val i d subdonai n as_speci fi ed;

[-]
Figure 12: Excerpt from an STL specification

As acursory examination of the sample shows, STL is an extremely expressive language, alowing every
nuance of the code’s behaviour to be expressed. An equally cursory examination will also indicate that it’sa
language which makes COBOL look concise by comparison. Note that the specification in Figure 12 till
hasn’t got to the point of specifying the operation which is being performed
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(result = val ue << anpunt inC), andisaso missing anumber of supporting lines of specification
which are required in order to make the whole thing work.

The corresponding advantage gained from al this verbosity isthat it’s possible to automatically generate
many types of test cases from the specification. An example of a set of test cases generated automatically is
givenin Table 1, and includes high and low bounds, fencepost (off-by-one) errors, above- and below-bounds
errors, and a reference value to make sure everything is working as required.

Subdomain Equivalence class Label Value
invalid bel ow_bounds bel ow_bounds 0
valid as_specified | ow_bound 1
valid as_specified | ow_debug 2
valid as_specified ref erence 16384
valid as_specified hi gh_debug 32766
valid as_specified hi gh_bound 32767
invalid above_bounds above_bounds 32768

Table 1. Test data generated from STL specification

Although the automatic-test-case-generation ability is a powerful one, the incredible verbosity (and resulting
unreadability due to their size) of STM specifications make it unsuited for use as a specification language for
a security kernel, since the huge size of the resulting specification could easily conceal any number of errors
or omissions which would never be discovered due to the sheer volume of material which would need to be
examined in order to notice them. Other languages which have been designed to look English-like have also
ended up with similar problems, for example the CATS specification language was specifically modified to
alay the IEEE POSIX community’s fears that the pool of potential developers, reviewers and users who
could understand a formal specification language if it were used for POSIX specifications would be severely
restricted, and ended up being very English-like at the expense of also being very COBOL-like [23].

3.5. Spec

Spec isaformal specification language which bears some resemblance to Pascal and which uses predicate
logic to define a piece of code’s required behaviour independently of itsinternal structure [106][107] (the
Spec referred to here shouldn’t be confused with another specification language of the same name and
vaguely the same goal's but which uses an incomprehensible mathematical notation [108]). Whereas other
specification languages like Larch (see below) are intended for use with automated program-verification
tools, Spec isintended more as a design tool for large-scale systems specification and development,
specifically for use with event-driven real-time systems. An example Spec specification for the |l eft-shift
operationisgivenin Figure 13. For clarity this doesn’t include constraints on the shift amount, which are
specified elsewhere, or the ability to shift by more than a single bit position.

FUNCTION left _shift { anmount: integer } WHERE amount > 0 & anmpbunt < 16

MESSAGE ( val ue : bitnask )
WHEN val ue >= 0 -- Shifting signed values is tricky
REPLY ( shifted_value : bitnmask )
WHERE shifted_value >= 0 & shifted_value = value * 2
OTHERW SE
REPLY EXCEPTI ON negati ve_val ue
END

Figure 13: Excerpt from a Spec specification

Spec functional descriptions describe the response of afunction to an externa stimulus. The intent is that
functions described in Spec provide a single service, with the function description contai ning the stimulus-
response characteristics for the function. An incoming message which fitsinto a particular when clause
triggers the given response, with the ot her wi se clause giving the response when none of the conditionsin
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awhen clause are matched. Ther epl y statement provides the actual response sent to the function which
provided the original stimulus.

In addition to these basic properties, Spec also has an extensive range of properties and capabilities which are
targeted at use with real-time, event-driven systems, as well as support for defining new types, and a facility
for defining “machines” which work a bit like classes in object-oriented methodol ogies.

Although Spec meets the requirements for a programmer’s natural language, it has some drawbacks which
make it unsuited for use in specifying the cryptlib kernel. As the description above has indicated, Spec is
more suited for working with event-driven stimulus-response model s than the procedural model used in the
cryptlib kernel, which provides something of an impedance mismatch with what’s required for the kernel
verification since the functions-as-event-handlers model, while it can be adapted to work with cryptlib, isn’t
really capable of adequately representing the true functionality present in the kernel, while the more
sophisticated capabilities such as machines don’t match anything in the kernel and aren’t required. Another
problem with Spec isthe lack of any tool support for the language.

3.6.Larch

Larch is atwo-tiered specification language with the upper tier consisting of a general-purpose shared
language, Larch Shared Language or LSL which provides an implementation language independent
specification for the properties of the abstract data types being used, and the lower tier consisting of an
interface language which describes the mapping to the actual implementation language. For C, the lower-
level languageis LCL [109][110].

LSL works with sorts, which are roughly equivalent to data types, and operators, which map one or more
input values to an output value. Specifications are presented in terms of traits which define an abstract data
type or occasionally just a set of operators which aren’t tied to any particular datatype. The LSL
specification doesn’t specify things like the ADT representation, algorithms used to manipulate the ADT, or
various exception conditions such as the behaviour when anillegal or out-of-bounds value is encountered.
These lower-level details are left to the LCL specification. A portion of the Larch specifications for the shift
operation are shown in Figure 14, although in this case the two-tier nature of the language and the fact that the
shift operation is far more simplistic than what would usually be specified as a Larch trait make it somewhat
artificial. Sitting at athird layer below LCL is the implementation itself, whichin this case will bein C and is
even more simplistic.

Left_shift: trait int left_shift( int val, int Amt )
i ncl udes | nteger
i ntroduces nodi fies Val;
shift: Val, Amt - Val ensures result = ( Val < INT_MAX V
asserts V a: Ant, v: Val (At <16 A At >=0) ) A
V<INT_MXVY (a<1l6 ra>0); ) ( val’ = Val << Ant );

Figure 14: Excerpt from a Larch specification indicating LSL (left) and LCL (right)

Since Larch specifications can’t (with occasional exceptions) be executed, users of LSL are expected to
annotate the specification with assertions which can then be verified against the implementation, although
some of the tools for this portion of the process are still at a somewhat experimental stage. LCL providesthe
operators”™ and' which can be used to obtain the value of an object (locsin Larch-speak) before and after a
procedure. Inthe example abovethe' operator isbeing used to indicate the state of the loc after the shift
operation has been performed.

As the example indicates, the Larch notation, which at the LSL level uses multi-sorted first-order logic, isfar
more powerful than the verbose and English-like specification languages which have been discussed so far.
Unfortunately, despite it’s C-friendliness Larch goes too far towards the nature of the formal specification and
proof systems discussed in the previous chapter, requiring a considerable amount of mathematical skill from
users with an accompanying steep learning curve as they come to terms with traits, locs, sorts, subgoals and
proofs, and all the other paraphernalia which accompanies formal proof tools. As with other provers covered
earlier, Larch also requires the use of an interactive proof assistant, the Larch prover (LP) in order to help
users reason about conjectures. These problems mean that Larch doesn’t meet the requirements given earlier
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for understandability and automation. In addition the powerful range of facilities provided by Larch are
overkill for our purpose, since amuch simpler specification and verification system will aso suffice for the
task at hand.

3.7. ADL

The assertion definition language ADL is a predicate logic-based specification language which is used to
describe the relationship between the inputs and outputs of a program function or module. An ADL
specification consists of a set of first-order predicate logic assertions which hold immediately after the
completion of acall to afunction and which act to constrain the values of the input and output parameters of
the function [111][112]. The use of imperative software functions rather than applicative mathematical
functions solves one of the major headaches present in many formal methods languages in that software
functions can change the state of the computation while mathematical ones can’t, avoiding the need to
sprinkle the formal specification with hidden functions in the manner described in the previous chapter.

An ADL specification for afunction constitutes aformal description of the function’s semantics, and usually
begins by partitioning the behaviour of the function into normal and abnormal states, identified by the

keywords nor nal and except i on which identify what happens when the function behaves normally and
what happens when it encounters an exception condition. For example the behaviour for many Unix system

calls, which return —1 on encountering an error, would be characterised withexception := ( return
= -1), normal := !exception,wherer et urn isakeyword indicating the return value from the
function.

The remainder of the function specification contains a series of assertions which must evaluate to true once
the function completes execution. Operators and expressions which are typically used in assertions are the
call-state operator @which provides the state of a variable at the time the function was called and which is
equivalent to the ol d keyword in Eiffel [113], an exception expression <: > (implicitly defined in terms of
except i on) which characterises error situations by defining the conditions which cause the function to fail
and relating them to the error condition which arises, and the keyword nor mal | y (implicitly defined in
terms of nor mal ) which lists the behaviour of the function under non-exception conditions. For example a
statement indicating that the function returns—1 (which ADL recognises as an exception condition using the
previous definition of except i on) if avalueisnonzero would begivenasval ue !'= 0 <:> return
= -1.

There are two types of test conditions which can be derived from ADL specifications, call-state conditions
(equivalent to the Eiffel r equi r e keyword for preconditions), and return-state conditions (equivalent to the
Eiffel ensur e keyword for postconditions). An ADL specification for the shift operation which contains
these testsis shown in Figure 15, athough thisis dightly overspecified (having been chosen to illustrate the
features described above) sincein real life something as simple as a shift operation would probably be
expected to throw an exception on encountering a programmer error rather than returning detailed error
codes.

int left_shift( int value, int anmount )

semantics {

exception := ( return = -1 ),
normal := !exception,
amount < 0 || anount > 16
<:>return == -1,
normal Iy {
val ue == @al ue << anpunt

}
}

Figure 15: Excerpt from an ADL specification

The code fragment that was used earlier which increments an object’s reference count is shown in Figure 16
alongside the corresponding ADL specification (because thisis a sample chosen to illustrate an ADL
specification and because the concrete C specification only contains a single line of actual code, the size of
the abstract specification is about the same as the size of the concrete specification. In practice the former is
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much smaller, but this can’t be easily illustrated without using an impractically large code example). Both of
these specifications say that, when given avalid object, the function will increment its reference count. The
ADL version illustrates the use of the call-state operator to obtain the value of a variable when the function is
called. Inthe C version the same effect is achieved through the use of a C preprocessor macro, which also
throws an exception if the assertion condition is not met. Asthe example shows, ADL is close enoughin
appearance to C that it should be understandabl e by the typical C programmer after a brief explanation of
what ADL isand how it works. Contrast thisto more rigorous formal approaches such as Z, where after a
week-long intensive course programmers rated a sample Z specification which they were presented with as
either hard or impossible to understand [114].

int incRefCount( const int objectHandl e ) int incRefCount( const int objectHandle )
{
PRE( isValidQObject( objectHandle ) ); semantics {
exception := cryptStatusError( return ),
obj ect Tabl e[ obj ectHandl e ].\ normal := !exception,
ref erenceCount ++;
i sVal i dObj ect ( obj ect Handl e )
PCST( obj ect Tabl e[ objectHandl e ].\ <:> return == CRYPT_ARCGERROR_OBJECT,
referenceCount ==\
ORI G NAL_VALUE( referenceCount ) + 1 normal ly {
) obj ect Tabl e[ obj ectHandl e ].\
referenceCount ==\
return( CRYPT_K ); @bj ect Tabl e[ objectHandle ].\
} referenceCount + 1,

return == CRYPT_OK

Figure 16: C and ADL specification for object reference count increment

A final ADL operator, which hasn’t been required so far, is the implication operator - - >. In the specification
above we could have added a superfluous statement using the predefined function unchanged to indicate
that excepti on --> unchanged( obj ect Tabl e[ objectHandl e ].referenceCount )
but thisisn’t required since it’s already indicated through the call-state test for avalid object.

ADL specifications are written as separate units which are fed into the ADL trandator (ADLT) and compiled
into an executable form which can be used to verify the implementation against the specification. Because
this approach is completely non-intrusive so that there is no need to modify the implementation itself, it
allowsthe code asit is currently running on a system to be verified against the specification, fulfilling the
“verification all the way down” requirements. Figure 17 illustrates the processinvolved in building atest
program to verify the C specification for a program (in other words its actual implementation) against its ADL
specification. The output of ADLT is C code which is compiled alongside the C implementation code and
linked into a single test program which can be run to verify that one matches the other.

ADL
specification

Test data
description

Test
program

TA ADLT
e

Compiler —»

N/

C
specification

Figure 17: Building a test program from ADL and C specifications

The test program built from this process verifies the functions in the C specification against the semantics
specified in the ADL specification by first evaluating all expressions qualified by the call-state operator,
calling the function under test with the given test values, evaluating al assertionsin the ADL version (using
the values saved earlier where appropriate), and reporting an error if any of the assertions evaluate to false.



142 Verification All the way Down

The process of using an ADL specification to verify an existing binary is shown in Figure 18. In this case the
compiled form of the C specification already existsin the form of the executable code which is being run on
the system, so the ADL specification is compiled and linked with the existing binary to produce the final test
program.

ADL
specification N\
ADLT —>» Compiler —
Test data / Linker Test
description program

Existing /

binary

Figure 18: Building a test program for an existing binary

The two casesillustrated above indicate the use of atest data description file, which can either be generated
manually or automatically based on the ADL specification. The issue of test data selection is covered in the
next section.

An additional facility provided by ADL, which isn’t useful for our purposes, is the ability to generate a
natural-language document based on annotations in the formal specification. 1n Orange Book terms this
means that it’s possible to generate a DTL S based on extrainformation added to the FTLS. A similar
approach has been used for the specification of a software-based RS232 repeater which used Knuth’s literate

programming techniques to generate EVES and FDR specifications aswell as IATEX documentation from a

single source file [115]. In our case since the UTL S subsumesthe FTLS and DTLS, this extra step isn’t
necessary, although it could be added if required by third-party evaluators. As with the literate programming
approach, ADL provides the capability to mix plain-English annotations with the formal specification. These
annotations are then combined by ADLT with information extracted from the specification to produce a plain
English version of the specification in troff or HTML format.

3.8. Other Approaches

Various other approaches have also been suggested for specification-based testing which build on the idea
that the abstract and concrete implementations can be viewed as different versions of the same software with
the hope that their differing form and content will keep common-mode errorsto a minimum. Similar ideas
exist in the form of N-version programming, where a particular error will (it is hoped) be caught by at |east
one of the N independently-developed program versions [116][117][118]*[119]. Note that this approach
doesn’t attempt to verify the entire implementation as do some forma methods but merely seeksto check it
for particular cases, in return for a huge improvement in the success rate of the process and alowering of the
time and skill investment which is needed to obtain results. Thistype of self-checking implementation can be
viewed as a special kind of 2-version programming which has a high degree of design diversity.

One approach to creating a complementary implementation of this kind builds an abstract specification of
various ADTsin aLarch-like language and then uses a parallel concrete implementation in C++ with classes
containing an additional abst r act member which contains the abstract form and a concrete-to-abstract
mapping function concr 2abst r () to map the concrete implementation to its abstract form. Member
functions of the class are modified to invoke the abstract form of the implementation and then verify that the
result conformsto that of the concrete one [120]. In formal-methods terms the abstraction representsa V-
function which is modified by an operation, the O-function, to the transformed version of the abstraction.
This parallels the modification of the contents of a class instance viaa method invocation. The resulting self-
checking ADT system is shown in Figure 19.

4 Readers using these and rel ated references should be aware that there are some ideological differences among
researchersinvolved in N-version programming work, which is sometimes reflected in the publications.
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abstraction operation _ | abstraction’
(V-function) (O-function) = | (V-function)
T concr2abstr() Tconchabstr()
class method class
instance invocation instance’

Figure 19: Self-checking ADT implementation

This approach differs from the ADL onein that it requires modification of the source code (although some
suggested improvement include the use of a C++-to-C++ preprocessor which inserts the necessary statements
into the class implementation and the use of aterm rewriting system to help automate the creation of portions
of the implementation from the specification). In addition the approach appearsto be limited to C++ (rather
than straight C) and is somewhat tricky to extend beyond checking of ADTs. A final disadvantage relative to
ADL isthat, as with the simpler types of assertion-based testing, the checks become embedded in the code,
bringing with it the disadvantages already covered in Section 3.1 above.

4. The Verification Process

In order to verify the kernel implementation, we need to perform two types of testing, an inherently top-down
form which verifies that the implementation follows the intent of the designer, and an inherently bottom-up
form which verifies that the implementation follows the specification. As a previous section indicated, the
purpose of this two-tier verification approach isto catch both teleological and conceptual bugs at every level.
The inherently top-down testing is intended to ensure that al the design requirements are met, for example
that setting certain attributes for an object under appropriate conditions functions as the designer intended.
The inherently bottom-up testing is intended to ensure that the implementation corresponds exactly to the
specification. Thisform of testing is generally referred to as specification-based testing. The two forms of
testing can be viewed as enforcing the letter of the law (bottom-up or specification-based testing) and the
intent of the law (top-down testing).

The top-down verification which checks that the implementation conforms to the designer’s intent is relatively
straightforward (in fact the kernel performs a core subset of these checks as part of the self-test whichis
performed to exercise the kernel mechanisms every time it starts up), the bottom-up verification which checks
that the implementation complies with the letter of the specification is somewhat more complicated and is
covered in the following sections.

4.1. Verification of the Kernd Filter Rules

A previous chapter described the kernel filter mechanism through which the kernel filter rules were
implemented, we can now examine how the implementation is verified. Each message type is subject to three
types of processing, the general access check which is applied to each message, and a message-type-specific
pre- and post-dispatch filter which varies based on message type. Instead of treating the kernel asa
monolithic collection of filters and mechanisms, we can decompose it into a number of independent {
general, pre-dispatch, post-dispatch } triplesand then verify each oneindividually. This
decomposition of the complete set of filter rulesinto a plurality of discrete paths representing different
equivalence classes is shown in Figure 20.
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Figure 20: Verification of per-message filter rules

In order to verify that the kernel handles each message correctly, we can verify each path as an independent
unit rather than having to verify the kernel asawhole. In many cases there is no post-dispatch filter (the
message simply results in a status value being returned) so only the pre-dispatch step needs to be verified.

4.2. Specification-based Testing

An asserted program p can be viewed as a sequence of assertions al, a2, ..., an which, when executed on
input i, transformsit to output o while satisfying a single global assertion A which isthe sum of al the
satisfied assertions. We can then say that the program is self-checking with respect to A [121]. Since Ais
typically too complex to test as a single postcondition, we break it down into a number of separate assertions
al, a2, ..., an which are spread throughout the program as explained earlier. In order to verify the program
with respect to the single global meta-assertion A we need to determine input datai which causes no assertion
to be false and which resultsin the overall meta-assertion holding during the transformation fromii to o.

The traditional functional testing approach isto partition the input domain into equivalence classes and take
test datafrom each class. Each test case consists of an input criterion which describes data which satisfies the
test case and an acceptance criterion which describes whether this test case is acceptable or whether it should
generate an error. There are avariety of possible selection techniques for test data, including specification-
based testing to detect specification-to-implementation mapping errors and oracle-based testing in which the
specification acts as an oracle to be violated. Specification-based testing is typically used by selecting test
cases which verify that for agiven input criterion or assertion the output criterion or assertion is met, and
oracle-based testing verifies the opposite. This represents a general overview of formal specification-based
testing strategies, in practice there are many variants which can be used [122][123]. The literature on test
case generation is at least as extensive asit is for forma methods, and most of the tools appear to be at a
similar level of development as their formal methods counterparts.

The testing task is considerably simplified by the strong separation of policy and mechanism whichis
maintained by the cryptlib kernel. For exampleinstead of specifically verifying that, once akey isloaded into
an encryption context, the kernel movesit into the high state, we only need to verify that the mechanismto
manage the transitioning from low to high state is functioning as required in order to determine that it will
function correctly not only for key loads but also for key generation, certificate signing, and any other
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operations which result in an object being transitioned from the low to the high state. This means that the
operations performed by the kernel are already pre-partitioned into a set of equivalence classes which
correspond to the different filter rules, and issue which was covered in the previous section.

To verify the correctness of aloop, we must verify that it iterates the correct number of times and then stops.
The necessary conditions for loop termination are given by the loop variant, a boolean expression which
relates variables which are increased or decreased on each iteration. Its predicate is true while the loop is
within bounds and false if the loop goes out of control. In terms of specifying a concrete assertion, the loop
variant is arestatement of the loop control predicate which contains an integer expression which can be
evaluated after each iteration of the loop body, which after each iteration of the body produces a number
smaller than at the previous iteration, and which can never go negative. The loop variant for the kernel
routing function, along with the function itself, is shown in Figure 21. The magic value 3 is the maximum
depth of ahierarchy of connected objects as explained in a previous chapter.

/* Route the request through any dependent objects as required until we reach the

required target object type */
while( object !'= ¢ &% object.type != target.type )

{
/* Try sending the message to the target */

[.]

/* Loop variant */
assert( 3 - loop_index > 0 );

Figure 21: Loop variant for the kernel routing function

Since the cryptlib kernel is almost entirely loop-free, and the few loops which do exist are guaranteed to
terminate after a small, fixed number of iterations (so that they could if necessary be unrolled and expressed
asasmall number of conditional expressions), verification of this aspect of the code should present no rea
difficulties.

4.3. Verification with ADL

The formal specification of the behaviour of the cryptlib kernel consists of a set of assertions which constrain
the state of the computation being performed. When an assertion evaluates to false during program execution,
there exists an incorrect state in the program. Thistype of full security testing ensures that the
implementation both works correctly (corresponding to standard functional testing) and doesn’t work
incorrectly, a property which doesn’t necessarily follow from having it work correctly [124]. In order to test a
design-by-contract based program using assertion-based testing, it’s necessary to generate test data which
violates assertions, preferably automatically, and then check that the behaviour of the implementation
corresponds to that specified by the assertions in the formal specification. The problem of finding program
input on which an assertion is violated may be reduced to the problem of finding program input on which a
selected statement is executed, so that a number of existing methods of test data selection can be applied
[125][126].

In the testing processes shown in Figure 17 and Figure 18, the input test data was supplied by the user in the
form of atest data description (TDD) specification which was fed to ADLT aongside the ADL specification
for the program, from which ADLT generated code to verify the implementation against the specification.
The manual creation of TDD specifications is a labour-intensive and error-prone process, and it would be of
considerable benefit if this could be done automatically. The earlier discussion of STL indicated that it was
possible to specify, in arather long-winded manner, valid values for various data types defined using STL
which allowed the automatic selection of test values to check the handling of conditions such aslow and high
range checking and off-by-one errors.

It turns out that it’s possible to do exactly the same thing in ADL without requiring STL’s incredibly verbose
and long-winded description of what represents permitted values for variables. For an ADL specification this
can be done by examining the call-state and return-state test conditions and creating test data based on the
values used in the assertions. For exampleif an assertion indicated that val >= 0 && val < 10thena
test data generation tool could use thisto choose test values of -1, 0, 5, 9, and 10, corresponding to the earlier
STL range checksfor bel ow_bounds, | ow_bound, r ef er ence, hi gh_bound, and
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above_bounds. Although this technique has the potential to run into problems with arbitrarily complex
expressionsin assertions, it is quite practical if asmall amount of restraint is exercised by the specifier, so that
test conditions are specified as a number of discrete assertions rather than as a single enormous obfuscated
test statement.

The choice of values is obtained by walking the ADL parse tree and generating call-state test conditions from
call-state eval uatable expressions and return-state test conditions from all evaluatable expressions. In order to
test the normal behaviour of afunction except i on must have the value false, which meansthat all
exception assertions must evaluate to false and all nor mal | y assertions must evaluate to true. In the case of
thei ncRef Count function this means that the exception condition for i sVal i dCbj ect (

obj ect Handl e ) must not be invoked on entry (in other words that the function must be passed avalid
object) and that the normal execution condition for the reference count increment must occur. In order to test
the exception behaviour of afunction except i on must have the value true, which means that, for each
exception assertion being tested, all previous exception assertions must evaluate to false. Since

i ncRef Count issimple enough that it doesn’t contain any exception conditions (that is, provided the
precondition holds it will always increment an object’s reference count), there is nothing to test in this
particular case.

The exact details of how test values can be automatically derived from the ADL specification are covered
elsewhere [127]. Once the test data has been derived, it can be used to generate a set of coverage checking
functions using the ADLscope tool which augments the test code introduced by ADLT as shown in Figure 17
to produce coverage statistics for the code under test. The resulting coverage information can be used to
identify portions of the C specification which require more testing [128].

5. Conclusion

This chapter has presented a new approach to building atrusted system, introducing the concept of an
(obvioudly) trustworthy system rather than atrusted (because we say so) system. The verification
methodol ogy which is used to construct this system has been specially designed to ingtil confidence in the
users by allowing them to verify the design specification and implementation themsel ves through the use of
“al the way down” verification. Although this type of verification has long been classed as “beyond A1”
(also known as “impossible at the current state of the art™), by carefully matching the verification
methodol ogy to the system design it is possible to perform this type of verification in this particular instance.
Michael Jackson (the other one) has observed that “It’s a good rule of thumb that the value of a method is
inversely proportional to its generality. A method for solving all problems can give you very little help with
any particular problem” [129]. The method presented here has exactly the opposite properties. Far from
trying to be asilver bullet, it constitutes a kryptonite bullet, one which is spectacularly effective against
werewolves from Krypton, and not much good against any other kind. However, this doesn’t matter to us
since al that’s important is that it’s the right tool for the job. Attacking a werewolf with a Swiss army
chainsaw is no more useful, it just make a bigger mess.
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